
 

Last Updated: 12/02/2009 Company Confidential © 2009 Clearswift Limited Version: 1.0 

 Page 1 of 6 

 

 

Migrating from Clearswift MIMEsweeper for 
SMTP to Clearswift Mail Appliance 

 
Introduction 
 
Why would you consider moving from one of the most powerful mail content security solutions to its 
appliance based cousin? 
 
The Clearswift Mail Appliance shares the same powerful content engine as the MIMEsweeper for 
SMTP software, but is packaged a little differently. 
 
An obvious difference is that the appliance comes with hardware ï but even that is flexible ï it is now 
offered in an óimageô form to be installed on your own hardware. A deployment in VMWARE ESX/ESXi 
is also fully supported. 
 
 
The Technical Differences 
 
The biggest change between the two solutions is that the Appliance based solution has a óflatô 
rulebase, like a traditional firewall, the software has a hierarchal rulebase.   
 
This means that the appliance rulebase is much simpler to use and to understand ï but the tradeoff is 
that very complex policies are harder to implement.  
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Databases ï no requirement for external SQL licenses ï the appliance comes with its own databases 
on board. 
 
 
Management 
 
The mail appliance has a few more features in terms of management than the mail software currently 
has. 
 
For example, each change is logged against the administrator who applied it. The last 30 are archived 
and available for use. Policy can optionally be pushed to up to 8 other appliances at the same time.  
 

 
 
A full suite of logs and alarms are available ï making it easy to install the appliances in a remote 
datacenter and forget about it ï it will let you know if there is a problem. 
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Scheduled backups of each element of the appliance are also available ïfor complete peace of mind. 
 
Integration of AV  
The Mail appliance includes Kaspersky Anti-Virus on board. With the SMTP software you need to 
purchase and install your own AV product ï which although allowing greater choice does mean an 
extra integration point to manage (ensuring engine versions are compatible etc) 
 
Performance 
 
Due to the efficiencies gained by having a tightly integrated AV product on board, and having a high 
performance Linux OS underneath the mail appliance can typically process many more messages per 
hour than the mail software. For example an ENE mail appliance can process approximately 100,000 
messages per hour (fully processed and delivered ï not counting any rejected messages) and the 
SMTP software achieves around 35,000 messages per hour on the same hardware. 
 
Reporting 
 
Reports can be setup, saved and scheduled.  
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A scheduled report is automatically generated and emailed to the email address(es) of your choice, 
which is ideal for weekly/monthly reports. 
 
The MIMEsweeper for SMTP software has the same full suite of reports, but cannot currently be 
scheduled to generate them automatically. 
 
Better Spam Engine 
 
The appliance spam engine has everything the software has and more (although the software can 
have this for free by using the Edge server ï another device is needed) 
 
 


