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Introduction 

Although e-mail is an integral part of modern business, it still relies on insecure transport protocols that were 
designed before anyone could predict how important e-mail would become. However, network administrators 
can find some security and privacy assurance in the Transport Layer Security (TLS) encryption and 
authentication protocol.  

 

TLS is a variation of the tried-and-true Secure Sockets Layer (SSL) protocol that we use to protect Web 
traffic. Using TLS to encrypt communications between two e-mail gateways has a number of security 
benefits. First, each mail server authenticates to the other, making it harder to send spoofed e-mail. Second, 
the contents of the e-mails sent between the two servers are encrypted, protecting them from prying eyes 
while in transit. Finally, the encryption of the conversation between the two hosts makes it exceedingly 
difficult for an attacker to tamper with the e-mail's contents. 
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Understanding the Limits of TLS 

TLS protects the connection from your gateway to the first destination gateway. If there are intermediate 
hops when mail is forwarded from one gateway to another, the protection afforded by TLS is lost after the 
first hop. For example, TLS is a good choice for two businesses that communicate frequently as long as both 
gateways communicate directly. 
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Clearswiftôs Application of TLS 

The Clearswift Email Appliance can establish criteria for Transport Layer Security (TLS) encryption of 
outbound and inbound messages based on the domain, server or IP address where messages are sent and 
received.  TLS enables you to set up secure email communications between your Email Appliance and other 
TLS-enabled email servers. 

 
TLS supports two levels of security: 
 

1. Encryption of the communications channel. 

2. Optionally, strong authentication of one or both of the TLS client and TLS server, using signed 
certificates, during a TLS conversation. 

(Note: In a TLS connection, the TLS client is the message sender and the TLS server is the message 
recipient.) 
 
Clearswiftôs Email Appliance mandates TLS if an IP address or host is configured as an endpoint.  The 
appliance will attempt to establish a TLS connection that meets the requirements mandated by the endpoint 
configuration.  If the remote SMTP client/server does not advertise TLS, the connection will not be 
established and no mail will be exchanged with the remote SMTP client/server.  If the remote machine 
advertises TLS, but does not meet one of the requirements of the configured endpoints, no mail will be 
exchanged with the remote machine. 
 
Example 1: 
Company A has a Clearswift Email Appliance.  Company A and Company B want to send/receive TLS 
encrypted email with each other.  Both Company A and Company B have certificates from trusted Root 
Certification Authorities* or have exchanged public keys and have uploaded them into their respective SMTP 
(TLS-enabled) servers.  Company Aôs Email Appliance TLS configuration with Company B has a minimal 
encryption setting of 128-bits.  Company B is running their TLS with 40-bits.  Company Aôs Clearswift Email 
Appliance will not create a connection with Company Bôs endpoint and no mail will be exchanged because it 
is Company Aôs policy to mandate a minimum of 128-bits. 
 
Example 2: 
Company A has a Clearswift Email Appliance.  Company A wants to send secure, encrypted email with 
Company B using TLS.  Company A has configured Company B as an endpoint and Company A is 
advertising TLS.  Company B does is not advertising TLS.  Company A will not create a connection with 
company B and no mail will be exchanged.  This is important to note because in a normal TLS exchange, if 
TLS is not advertised by the accepting SMTP server, mail will be sent in plain text.  Clearswiftôs email 
appliance mandates encryption if it has been configured to do so.  In other words, Clearswiftôs Email 
Applianceôs TLS has been hardened such that we mandate TLS.  If the endpoint is not running TLS, the 
Email Appliance will NOT establish a connection with that endpoint and NO mail will be exchanged. 
 
If you are interested in reading further relative to a complete description of the TLS encryption, a complete 
description can be found in RFC 2246. 
 
More information can be gathered from: 
 
http://www.linuxjournal.com/article/4823 - a linux journal article on sendmail and TLS 
 
http://httpd.apache.org/docs/2.0/ssl/ssl_intro.html - more technical but worth scanning 
 
* By default, the Trusted Root Certification Authorities certificate store is configured with a set of third-party 
CAs that have met the requirements of being a globally recognized trusted certificate authority.  To see the 
list of the Trusted CA, go to SMTP Settings from the System Center and choose CA Certificate Store.  See 
below for screen shot. 

http://www.linuxjournal.com/article/4823
http://httpd.apache.org/docs/2.0/ssl/ssl_intro.html
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Getting Started 

1. Make sure the organization on the other end of the connection is able and willing to set up TLS. Like 
many things in life, encryption is no fun alone. If your gateway is configured to use TLS, but the 
recipient's is not, no email will be exchanged. Note: Opportunistic TLS is not currently supported.  

2. Get a digital certificate to identify your Clearswift Email Appliance. While you can create your own self-
signed certificate, using a cert issued by a trusted organization (a Certificate Authority like VeriSign, 
Entrust, Thawte etc.) will make it easier for e-mail partners to trust your server's identity.  (The certificate 
that is installed, by default on your Appliance, is signed by Clearswiftôs CA.  This is not a globally trusted 
Certificate Authority (CA)). 

3. Educate your users to recognize the presence or absence of the e-mail header that tells them an e-mail 
came in over a TLS connection. The following is an example of the received header from a message 
sent via TLS: 

Received: from mail.clearswift.com (mail.clearswift.com[192.168.1.1]) by mail.abc.com(8.12.9/8.12.9) 
with ESMTP id h0UGn9P7001230 (version=TLSv1/SSLv3 cipher=EDH-RSA-DES-CBC3-SHA 
bits=168 verify=OK) for ; Tue 30 Jan 2007 15:39:10 -0500. 

The portion of the header in bold type indicates the message came in with 168 bit DES encryption from a 
server that presented a valid certificate.  
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Creating your Certificate Signing Request (CSR) 

A. What is a CSR? 

A CSR is basically a Public Key that you generate on your server that validates the computer-specific 
information about your appliance server and Organization when you request a Certificate from your 
trusted CA (VeriSign, EnTrust, Thawte etc). 
 
Before you can begin the process of obtaining a Certificate, you must generate a Private Key and CSR 
pair either from the appliance command line or Microsoft Certificate Server.  The CSR will be sent to 
your Certificate Authority to obtain your signed certificate. 
 

B. How do I Create a Private Key and CSR? 

1. Login to the Applianceôs Console 

Login to your Appliance via SSH or a KVM (keyboard/video) connection.  When prompted, enter 
Console for your username and, then, enter the password you created when you set-up and deployed 
your Appliance. 
 

 
 

Then, choose Login from the MIMEsweeper Email Appliance Console Menu. 

 
Then, choose OK to login as a system user. 
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You will then be prompted for your password again. 
 

 
 

Then, switch to Superuser with the sudo su -  command.  (Thatôs ósudo su ïó without the quotes.) 

 

 

2. Generate the Key 

 

The utility "openssl" is used to generate the key and CSR.  

 

Type the following command at the prompt: 

 

openssl genrsa ïout emailappliance.key 1024 

 

 

 

This command generates a 1024 bit RSA private key and stores it in the file emailappliance.key.  

 

Note: You must protect the private key by storing it in a secure location; it is not currently possible to 

integrate the private key through the appliance web interface if it is password protected. Clearswift 

recommends access to the server be restricted so that only authorized server administrators can access or 

read the private key file. 
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3. Generate the CSR 

 

Type the following command at the prompt: 

 

openssl req ïnew ïkey emailappliance.key ïout emailappliance.csr 

 

This command will prompt for the following X.509 attributes of the certificate: 

 

 

When filling out the above CSR, most Certificate Authorities will require the common name field to be 

populated with the full qualified domain name of the appliance (registered DNS name). The email address, 

challenge password or an optional company name are all optional parameters when generating the CSR. 

 

A public/private key pair has now been created. The private key (emailappliance.key) is stored locally on 

the server machine and is used for decryption. The public portion, in the form of a Certificate Signing 

Request (emailappliance.csr), will be for certificate enrollment. 
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Below is a screenshot of the CSR. 

 

 

 

4. Copy and Paste Your CSR in Your Certificate Authorityôs Enrollment Form 

 

SCP or SFTP The emailappliance.csr  must now be copied from the appliance to your desktop using 

WinSCP or other SFTP application.  Open it in a text editor and copy the text.  (NOTE: Do not use 

Microsoft Word as it may insert extra hidden characters that will alter the contents of the CSR.)  Now, paste 

it into your Certificate Authorities Web Enrollment Form.  You will need to visit your Certificate Authorities 

web site to complete the enrollment form. 

 

C. Using Microsoft Certificates and Private Keys (Alternative method) 

This section describes the process for creating a key and certificate on a Microsoft Windows OS. After 
following the steps below, you should read section 6.1 to import the key and certificate described below. In 
order to use a Microsoft Certificate and Private Key (CER and PFX), you must save/export the certificate as 
Base 64 encoded X.509. If this has been created and signed on a Microsoft Certificate server then you 
would need to export the server from the certificate store and select ñBase 64 encoded X.509 (.CER)ñ as 
depicted below: 

 

 
 

Both the CA certificate and Signed Certificate must be base 64 encoded X.509. 
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You must now extract the private key from the signed certificate. This can be exported from your 
Microsoft Certificate Store as follows: 
 
Right click the certificate in question and select óAll Tasksô Ą óExportô and follow the screens below: 
 

1
. 

 
 

2
. 

 

3
. 

 

4
. 

 

5
. 

 

  

 
 

The private key must now be converted from PFX to PEM format using Openssl either from the 
appliance console (installed by default) or on Windows by installing Openssl available from the following 
URL:  



 

   

  

 

 
 
 

 
 
    13 
 
 

 

http://gnuwin32.sourceforge.net/packages/openssl.htm 
 

If you are planning on converting the private key on the appliance, you will need to ensure that SSH has 
been enabled both through the firewall (port 22) and on the appliance to allow specific IP access 
(System Center Ą System Settings Ą SSH Access). The files can be copied across to the appliance 
using WinSCP which can be downloaded from the following URL: 
http://www.winscp.net/eng/download.php 
 
You will need to provide the console user credentials in WinSCP to access the appliance (it is 
recommended that you copy the key to /tmp). 
 
To access the appliance command line remotely, you will need an SSH client such as putty that can be 
downloaded from the following URL: 
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe 
 
Once youôve established an SSH connection to the appliance, you will need to access the command line 
as detailed in section 5.2.1 (óLog in to the appliance consoleô). Note: The following Openssl procedure is 
the same both on Windows and Unix platforms: 
 
cd to /tmp or wherever the private key was copied to and type Openssl (which will allow you to input 
openssl commands). Type the following command replacing the key name with your own: 
 
Pkcs12 ïin private-key.pfx ïout private-key.pem ïnodes  
(type the password of the private key when prompted) 
 

 
 

You should now have a private-key.pem file situated in the /tmp directory that should be copied back to 
your windows machine using WinSCP. The CA certificate, signing certificate and private key can now be 
imported into the appliance as described in section 6.1(óImport Certificate and Private Keysô). 

http://gnuwin32.sourceforge.net/packages/openssl.htm
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What to do when You Receive Your Signed Public Key from Your 
Chosen CA  

For the Email Appliance to be able to use TLS you must enable it within the Web Interface and import the 
following items: 

 The private key and signed certificate to use when acting as a TLS client. 

 The private key and signed certificate to use when acting as a TLS server. 

 The CAôs signing certificate. 

D. Import certificates and private keys 

1.   Place the certificates and private key .PEM files on a file system you can access from the 
MIMEsweeper Appliance Web Interface. 

2.   From the System Center Home page, click SMTP Settings. The SMTP Settings page appears.  

3.   Click Appliance Certificates and Private Keys to display the Appliance Certificates and Private 
Keys page.  

4.   Hold your mouse pointer over the space to right of the ñUse TLS Communicationsò and an Edit 
button will appear.  Click the Edit button and choose to use TLS communications.  

 

 

 

5.   To import the CA signing certificate: 

 Move the mouse pointer over the Signing Certificate area and click Edit . 

 Click Browse  and select your CA signing certificate .PEM file. 

 Click Save Changes . 

 

6.   To import the TLS server certificate and private key: 

 Move the mouse pointer over the Server Certificate and Private Key area and click Edit . 

 Click Browse  adjacent to the Certificate box and select your TLS server certificate .PEM 
file. 

https://apphelp.clearswift.com/en/systemscenter/sychomepage.htm
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 Click Browse  adjacent to the Private Key box and select your TLS sever private key .PEM 
file. 

 Click Save Changes . 

7.   To import the TLS client certificate and private key (Note: this will normally be the same key and 
certificate used for the server): 

 Move the mouse pointer over the Client Certificate and Private Key area and click Edit . 

 Click Browse  adjacent to the Certificate box and select the your TLS client certificate .PEM 
file. 

 Click Browse  adjacent to the Private Key box and select your TLS client private key .PEM 
file. 

 Click Save Changes . 

8. When you import your CA signing certificate, the Email Appliance automatically adds it to the 
Certificate Store. 

9. When you are ready to begin using TLS, you must select the Use TLS Communications check box 
on the appliance Certificates and Private Keys page. 

10. If you change any Configuration settings other than system time you must apply the new 
configuration in order for the new settings to take effect. If the Appliances are configured as a 
group, any group changes should be applied to each Appliance.  

 

https://apphelp.clearswift.com/en/systemscenter/sycsmtptlscacertstore.htm
https://apphelp.clearswift.com/en/systemscenter/sycapplycurrent.htm
https://apphelp.clearswift.com/en/systemscenter/sycapplycurrent.htm
https://apphelp.clearswift.com/en/systemscenter/sycapplycurrent.htm
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Configuring TLS End Point Settings 

A TLS endpoint defines a profile of TLS settings for the Email Appliance to use when establishing a TLS 
connection.  The TLS end point specifies: 

 

 One or more email servers with which these TLS settings are to be used. 

 Whether encryption is required, and if so, what level of encryption to enforce (or mandate). 

 Whether to request a certificate from TLS clients. 

 Whether the certificate of connecting TLS clients and server must validate successfully for the 
conversation to proceed. 

 

E. Define a TLS End Point 

 

1. From the System Center Home page, click SMTP Settings. The SMTP Settings page appears. 

2. Click TLS End Points to display the TLS End Points page. The page lists any previously defined 
TLS End Points. 

 

 

3. Click Add adjacent to the "TLS End Points" heading. The Modify TLS End Point page appears. 

 

 

4. Edit the Overview information as required: 

 Move the pointer over the Overview area and click Edit. 

 Edit the Name of the TLS End Point, to provide a meaningful name. 

 Enter any Notes you want to add to describe the TLS End Point. 

 Click Save Changes. 
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5. Edit the settings to use when Email Appliance is acting as a TLS server: 

 Move the pointer over the "When the Appliance is Acting as a Server" area and click Edit. 

 To specify a minimum encryption level, select the Encryption check box and enter the 
minimum number of bits to encrypt with. Choose a value in the range 40 to 256 bits. 

 Indicate whether you want to request a certificate from the TLS client. This option is for 
compatibility with some older mail servers where the TLS client does not automatically 
provide its certificate. 

 Indicate whether, for the conversation to proceed, the TLS client's certificate must validate 
successfully. A successful validation requires, among other things, a valid CA signing 
certificate in the Certificate Store. 

 To validate the CN of the certificate subject, select CN of the certificate must match and 
enter the CN that the certificate subject must match. 

If you select this option but do not specify a CN, the host name of the remote TLS host is 
used by default. 

 To validate the DN of the certificate subject, select DN of the certificate must match and 
enter the DN that the certificate subject must match. 

 To validate the DN of the certificate issuer, select DN of the certificate issuer must match 
and enter the DN that the certificate issuer must match. 

 Click Save Changes. 

 

 


