Clearswift Email Appliance 2.8

(also includes Edge Server 2.8)

Product Information Bulletin

INTRODUCTION

The main goals of this release are

e Consistency with the Web 1.4 Release
o New Features
e Fixes found in the field

OVERVIEW

There are numerous new features for this release, they can be grouped into the following logical
groupings

e Rebranded User Interface
e User Interface Improvements
o0 Faster access to configuration sections
o0 Keyword search dictionary import
0 Seperate System Health page
0 Routes and Rules layout changes
o Consistent Ul controls
CURBL Anti-spam URL service
Support for VMware tools
Supported on Microsoft Hyper-V virtualisation platform
Updated Linux Kernel
Increased Cloud based services
Bug fixes

Rebranded User Interface

As part of the Clearswift rebranding we have rebranded both Email and Web appliances to reflect a
new consistent cleaner and fresher look. As a consequence we believe that the look and feel of the
Appliances is significantly better and coupled with some subtle changes to the behaviour of the Ul we
believe that existing customers will notice some obvious improvements and new customers will find
the product easier to navigate and configure.

The previous version (up to 2.7.8 email and 1.3.3 Web) would display a title bar similar to

MIMEsweeper™ Email Appliance

‘ 4 Bimplfying content sacurity CSE

IMEsweeper-

w Home % Policy Center # Message Center "J Report Center % System Center !: User Center B Logout
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This has been replaced with

Local administratar {admin) | Logout

WA Home *:?",'; Policy ﬁ Messages “ Reports fs S ; Health | 25 Users

Al t hough the fAinamed of the product , i

still been retained on the Login

Page

n beerhlastsithasa s e t he
and the presenc

an Email Appliance, and a globe would be overlayed on the Health tab for the Web Appliance.

User Interface Improvements

Given the necessary branding changes we have had the chance to make some cosmetic and
structural changes to the behaviour of the Ul. These are explained in more detail the next few

sections

Faster access to configuration sections

Speed is everything, so we wanted to cut down the time it takes a user to navigate their way around
the system, so simply hovering over a center tab displays the subsections available to them to enable

them to click on that link and take them to where they need to go.

Local administrator {admin) | Logout

4 Home ;’f; Policy ﬁ

| Changes Made Monitoring & Control SMTP Settings Configuration
Click here to apply the welcome % Logs & Alarms & General Settings fz Backup & Restore
changes made to the particula {3 Service Cantrol % Advanced Settings % Apply My Configuration
Bl Appliance Version & License ‘% Mail Domains and Routing & Peer Appliances
i‘ \:g System Health Qve G« Appliance Version & Upgrades B Internal Email Servers System Settings
Systarn Haalth A view License ) Host Access Control 1 Ethernet Settings
1 JanK. 2 Email Address Rewriting \g5 HTTP Proxy Settings
‘ :Hl ® System Email Addresses ¢ S5H Access
"j Appliance Settings TLS Management PMM Settings
f:l | ¥, User Interface Access Contral ™ Appliance Certificates and F% PMM Digest Farmat
4D 540 oo § %@ Date & Time Settings Private Keys F% PMM Access Control
% i et Policy Engine Settings #™ TLS End points 78 PMM Service Settings
Message Queu

& Message Tracking Settings ' . CA Certificate Store
: & Report Data Setfings

System Health “ Users

S ——
07:49 07:39 OUOS OB QLU OE2E e

appliance health.
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Keyword Search Dictionary List import

n -ﬁ Health

@ Home "% Palicy ﬁ

W Changes Made Warning
Click here to apply the
changes made to the
configuration.

If it is currently used in any content rules then those content rules will be disabled.

A
/Y ' You will not be able to use this expression list in a content rule while it does not contain any expressions.

| {3 what wouid you ke to do?

1 Delete the Expression List

! New expression

| a Import QXPI’SSSiOI‘\S
| € Manage Content Rules

Name : bl Li
Notes :

|8 rep

.

Choose the file containing the expressions.

(

Cpelete and replal

E:
EXpressrons e

Showing 0 - 0 of O
O Weight Ex

File Upload

My Documents | =

Look in: | < [FSSTEROATE

v 0% @

() 32e8e6c238d03e8cF 3704
Dalyn

(CDELL

|2y documents.
[)Documents and Settings
D Intel

IKits

(DMail

(D)presentations
[2)Program Files

(Ditemp

My Recent
Documents

Desktop

() virtual Machines
([ WINDOWS.
) rnd

[%]bar

My Computer

File name:

J

[ Open ]

My Network  Files of type: [ A1 Fies

v

[ Cancel ]

The format of file is as follows

Case-sensitivity , weighting, expression

Where weighting is a value from 1-10 with -1

For example

#comment line

bei

false,-1,.PATTERN=NINUMBER.
false,-1,.PATTERN=SSNUMBER.
false,-1,.PATTERN=CCNUMBER.

false,5,.perl. went.{2,}?0n

false,5,.posixexp. went.{2,}?on

true,7,TEA .AND. TIME
true,8,.regexp. Another one
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Separate Health Page from System Center

To provide organisations to have visibility of the system health, but without the risk of allowing a
potentially untrained user from having full access to the system, we have separated the Health page
from them the System Center and created a new user permission. This will allow a restricted user to
only be able to view the system health.

Functionality of that page remains unaltered.

Modify User

5 Overview

User Name : Health
Email Address : admin@clearswift.com
Full Name : Health page only user
Description :

) Access Control

Health is allowed to perform the following tasks :
General

a Policy definition

St Create and view reports

a Change system settings

Q View System Health

a Manage users

$ Enhanced Multi-peer features

Routes and Rules Layout changes

Adding policy rules has been significantly improved, previously when a rule was added it was typically
displayed off the bottom of the screen due to the fixed page length. This has changed so that
customers can easily see new rules being added as they are appended to the bottom of the list of
existing rules.

Page 4 of 9



Modify Policy Route

The Clearswift Email Appliance will carry out the default disposal action below for any message on this route unless one of the
content rules listed below triggers and enforces a different disposal action.

Overview

U) The name for this route is autormatically ma Add a Content Rule x
Fall T0 Frocess a Message w7

For Mail Sent

From : Product Management
To ! Anyone

By Default Perform This Disposal Ac

Deliver the ressage

Unless One Of These Content Rules T

3 Rules on route {applied in the order shown)
[ Rrules
1. [] Drop Messages Containing a Wirus

Drop the message

Hold Messages Containing an Unrecognised Media Type @
Hold Messages Containing a Virus and Inform the Q
Administrator and Sender

Hold Messages Containing Child Porn Terms and Inform the e
Recipient

Hold Messages Containing Child Porn Terms and Inform the e
Sender

Hold Messages Containing Class 1 Files e

Hold Messages Containing Encrypted Files and Inform the e
Adrninistrator and Sender

Hold Messages Containing Encrypted Files and Inform the
Recipient

Hold Messages Containing Executables

Hold Messages Containing Homophobic Terms and Inform
the Recipient

) © 00

| <€

Hold Messaaes Containing Homoohabic Terms and Inform

Ea

2. [ Detect MP3

Hold in Multimedia area

Create Mew Close

3. [ Hold Messages Containing Confidential Terms and Inform the administrator O

Hold in Confidential area

Consistent Screen controls

A new list control is used to manage to following items

Content Rules
Expressions

Email Address Lists
Disposal Actions
Quarantined Messages
Message Tracking
Queued Messages

We have also been able to improve usability by expressing information more clearly. For example it is
clear to see information about the different Message Areas, such as how long messages will held

before they are automatically deleted.
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Manage Disposal Actions

This page allows wou to maintain the disposal actions the Clearswift Appliance can use in Content Rules and Policy Routes,

Message Areas  Relay Servers

._"1 Mew

Showing 1 - 13 of 13 T

Fl Name Expire After System PMM Release
[0 ) confidential 30 days

[1 ) Encrypted 30 days

[0 () Executables 30 days

[ (D Large Images 30 days

O 0 Message Processing Failure 30 days 0
F O Misrouted Messages 30 days

1 ) multimedia 30 days

O ) oversize 30 days

| Problern Messages 30 days O
[ (D Profanity 30 days

| 0 Spam 30 days

F O Unknown Binary 30 days

O O Wirus 30 days

The use of this control also provides support for larger lexical lists and Message Areas.

Using this new I ist control wpeashtaevoe caal psaob ielxitteyn dteod ptehre
duplications or multiple deletions on the following policy items

e Policy Routes
e Policy rules
e References

By selecting an existing item and selecting the operation from the panel menu we can easily replicate
policy items.

A Hew (¥ Edit (3 Delete [\ Copy s Color  [%| Disable [¥ [] shaw rules an routes

4 Routes defined (applied in the order shown)

[] Action From To Rules
1, O Deliver the message Product Managerment Anyone 3
20F] O Deliver the message My Company Anvyane 11

We have also removed the hover over feature to expose
as confusing to customers. Now each panel is clearly marked to indicate the user action to make
changes
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 Content Rule Usage
2 Mail Policy Routes : "Anyone’ to "My Company’

Overview
Detect MP3

What To Look For?

In order for this content rule to trigger the test conditions detailed on this panel must be met by the message being processed. If
the conditions are met, then the collection of actions described within the *What to do?*® panel will be carried out.

Which Media Types

® If the selected media type is detected :
MP3 - MP3 Audio
® Include Media types within Attachments.,

And Size Restriction Of

Mo size restriction will be applied to this content rule.

And With A Filename Of

Mo filename checking will be performed.

What To Do? t new

If the conditions in the "What to Look For?® panel are met then the actions defined in this panel will be carried out.

Disposal Action
Hold in Multimedia area

CURBL Anti-spam URL service

The Email Appliance has extensive Anti-spam capability comprised of two fundamentals layer of
technology. The first is the reputation services, provided by TRUSTmanager which based on the
source of the connection can, based on policy and reputation score of the sending server choose to
accept, reject or greylist the connection. Through the use of rejecting known bad senders and
greylisting suspicious senders we typically achieve a spam detection rate of over 85% without actually
seeing the whole message.

When we do get the whole message, we apply another series of tests using our Signatures engine,

Bayesian engine, Heuristic (ASE) engine as well as looking at the URL within the message, which is
typically how the spammer tries to hook the end user to visit the website for the goods and services

they are promoting.

In previous versions of product the URL information provider was SURBL. This organisation has now
introduced a pay-per-use model for end user organisations who use the service. Clearswift has now
licensed this feed on your behalf and will augment the data stream with additional information to

enhance the service, which is now known as the fACI ear
ACURBLO service.

Access to this service is part of your annual support and maintenance subscription.

VMware tools support

With a growing number of customers wishing to use VMware as a platform for their Appliances we

have added support for fAVMware Tool so. This provides

and we have found that memory management and time synchronisation problems are no long an
issue
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&1 VMware Infrastructure Web Access (alyn@alynh-e6500)
Aapplication Virtual Machine Administration ‘ i} [ ‘ Ho || Wi e e e || e G

| Inventory | @ 22672

v Al-mh-ESSHn.EuRDPE.CLEARi Summary | console [][|| Tasks||events | permissions|
=] status hal

& Email Appliance Performance

(=]
@ Processors 1% 2.467 GHz Power State b
- 0.406 GHz Pawered On
Guest 05 A
Memory 1024 MB other Linux (32-bit)
L 122 MB VMware Tools @
Running
Notes Virtual Hardware Version
Edit version 7

DNS Name
ahemail.curope.clearswift.com

IP Addresses
Not Available

Commands (i}

Power Off
[P = - .

When running in a VMware environment we disable the ability for the Appliance to use an external
NTP server and rely on the VMware guest services to provide accurate time synchronisation.

Date & Time Settings

The settings on this page dictate how the Clearswift Email Appliance rnanages the internal clock. After vou have finished
making changes to the settings on this page, you should apply the configuration to make the changes active.

Timezone

The MIMEsweeper Email Appliance will use the EuropefLondon {Greenwich Mean Time) timezaone.

NTP Server

Warning
J The MTP server is disabled because the appliance is currently running on a YMware platform.

Microsoft Hyper-V support

This release will also see support for Microsoft Hyper-V virtualisation. Whilst not as mature as the

VMware offering, this virtualisation system would be ideal for a small to medium sized organisation. It

is however limited to supporting only 1 virtual CPU due to the restrictions placed on non-Windows

guest operating systems by Microsoft. Cust omer s must al so be aware that Mi
Linux operating systems only covers SUSE at this point.

Updated Linux Kernel

This release also seebds the Linux kernel being upgrad
support allowing us to provide support for new hardware such as the Dell PowerEdge R610.

Increased Cloud Based services

We are increasingly adding support to host services into the cloud to gain greater scalability and
performance for our customer base. With an increased customer base and have previously
experienced delays in serving updates to customers.

The following services now receive updates from Amazon S3 cloud services

e Anti-spam signatures
e Patch release mechanism
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AVAILABILITY

Phase Date

General Availability June 2009

END OF LIFE

No versions have been End of Lifed for this release.

PACKAGING

This release will be available as a patch for all systems to automatically download. Once
downloaded, the system will generate a system alarm that a patch is available.

This Alarm will be displayed in the product Ul as well as alerting the administration with an SMTP
email or a generated SNMP alert.

The release will also be available as a full ISO image from the website.

FOR FURTHER INFORMATION

Contact Information:

Product Manager Alyn.Hockey@ Clearswift.com

Product Marketing Manager George.Anderson@ Clearswift.com

http://www.clearswift.com
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