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Clearswift Email Appliance 2.8 

(also includes Edge Server 2.8)  

Product Information Bulletin 

INTRODUCTION  

The main goals of this release are 
 

 Consistency with the Web 1.4 Release 

 New Features 

 Fixes found in the field 

OVERVIEW 

 
There are numerous new features for this release, they can be grouped into the following logical 
groupings 
 

 Rebranded User Interface 

 User Interface Improvements 
o Faster access to configuration sections 
o Keyword search dictionary import 
o Seperate System Health page 
o Routes and Rules layout changes 
o Consistent UI controls 

 CURBL Anti-spam URL service 

 Support for VMware tools 

 Supported on Microsoft Hyper-V virtualisation platform 

 Updated Linux Kernel 

 Increased Cloud based services 

 Bug fixes 
 

Rebranded User Interface 
 
As part of the Clearswift rebranding we have rebranded both Email and Web appliances to reflect a 
new consistent cleaner and fresher look.  As a consequence we believe that the look and feel of the 
Appliances is significantly better and coupled with some subtle changes to the behaviour of the UI we 
believe that existing customers will notice some obvious improvements and new customers will find 
the product easier to navigate and configure. 
 
The previous version (up to 2.7.8 email and 1.3.3 Web) would display a title bar similar to 
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This has been replaced with  
 

 
 
Although the ñnameò of the product, in this case the Email Appliance appears to have been lost, it has 
still been retained on the Login Page and the presence of the envelope on the Health tab denotes itôs 
an Email Appliance, and a globe would be overlayed on the Health tab for the Web Appliance. 
 
 

User Interface Improvements 
 
Given the necessary branding changes we have had the chance to make some cosmetic and 
structural changes to the behaviour of the UI.  These are explained in more detail the next few 
sections 

 
Faster access to configuration sections 
 
Speed is everything, so we wanted to cut down the time it takes a user to navigate their way around 
the system, so simply hovering over a center tab displays the subsections available to them to enable 
them to click on that link and take them to where they need to go.   
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Keyword Search Dictionary List import 
 

 
 
 
The format of file is as follows 
 
Case-sensitivity , weighting, expression 
 
Where weighting is a value from 1-10 with -1 being ñdetectedò 
 
 
For example 
 

#comment line 
false,-1,.PATTERN=NINUMBER. 
false,-1,.PATTERN=SSNUMBER. 
false,-1,.PATTERN=CCNUMBER. 
false,5,.perl. went.{2,}?on 
false,5,.posixexp. went.{2,}?on 
true,7,TEA .AND. TIME 
true,8,.regexp. Another one 
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Separate Health Page from System Center 
 
To provide organisations to have visibility of the system health, but without the risk of allowing a 
potentially untrained user from having full access to the system, we have separated the Health page 
from them the System Center and created a new user permission.  This will allow a restricted user to 
only be able to view the system health. 
 
Functionality of that page remains unaltered. 

 

 
 
Routes and Rules Layout changes 
 
Adding policy rules has been significantly improved, previously when a rule was added it was typically 
displayed off the bottom of the screen due to the fixed page length.  This has changed so that 
customers can easily see new rules being added as they are appended to the bottom of the list of 
existing rules. 
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Consistent Screen controls  
 
A new list control is used to manage to following items 
 

 Content Rules 

 Expressions 

 Email Address Lists 

 Disposal Actions 

 Quarantined Messages 

 Message Tracking 

 Queued Messages 
 
We have also been able to improve usability by expressing information more clearly.  For example it is 
clear to see information about the different Message Areas, such as how long messages will held 
before they are automatically deleted. 
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The use of this control also provides support for larger lexical lists and Message Areas. 
 
Using this new list control we have also extended the ñcopy and pasteò capability to permit can be 
duplications or multiple deletions on the following policy items 
 

 Policy Routes 

 Policy rules 

 References 
 
 
By selecting an existing item and selecting the operation from the panel menu we can easily replicate 
policy items. 
 

 
 
We have also removed the hover over feature to expose the ñEditò button on a panel, this was deemed 
as confusing to customers.  Now each panel is clearly marked to indicate the user action to make 
changes 
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CURBL Anti-spam URL service 
 
The Email Appliance has extensive Anti-spam capability comprised of two fundamentals layer of 
technology.  The first is the reputation services, provided by TRUSTmanager which based on the 
source of the connection can, based on  policy and reputation score of the sending server choose to 
accept, reject or greylist the connection.  Through the use of rejecting known bad senders and 
greylisting suspicious senders we typically achieve a spam detection rate of over 85% without actually 
seeing the whole message. 
 
When we do get the whole message, we apply another series of tests using our Signatures engine, 
Bayesian engine, Heuristic (ASE) engine as well as looking at the URL within the message, which is 
typically how the spammer tries to hook the end user to visit the website for the goods and services 
they are promoting. 
 
In previous versions of product the URL information provider was SURBL.  This organisation has now 
introduced a pay-per-use model for end user organisations who use the service.  Clearswift has now 
licensed this feed on your behalf and will augment the data stream with additional information to 
enhance the service, which is now known as the ñClearswift URL blocking listò otherwise known as the 
ñCURBLò service. 
 
Access to this service is part of your annual support and maintenance subscription. 

 
VMware tools support 
 
With a growing number of customers wishing to use VMware as a platform for their Appliances we 
have added support for ñVMware Toolsò.  This provides better support within the VMware ecosystem 
and we have found that memory management and time synchronisation problems are no long an 
issue 
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When running in a VMware environment we disable the ability for the Appliance to use an external 
NTP server and rely on the VMware guest services to provide accurate time synchronisation. 
 

 
 
Microsoft Hyper-V support 
 
This release will also see support for Microsoft Hyper-V virtualisation.  Whilst not as mature as the 
VMware offering, this virtualisation system would be ideal for a small to medium sized organisation.  It 
is however limited to supporting only 1 virtual CPU due to the restrictions placed on non-Windows 
guest operating systems by Microsoft.  Customers must also be aware that Microsoftôs support for 
Linux operating systems only covers SUSE at this point. 

 
Updated Linux Kernel 
 
This release also seeôs the Linux kernel being upgraded to 2.6.27.  This is mainly for increased device 
support allowing us to provide support for new hardware such as the Dell PowerEdge R610. 

 
Increased Cloud Based services 
 
We are increasingly adding support to host services into the cloud to gain greater scalability and 
performance for our customer base.  With an increased customer base and have previously  
experienced delays in serving updates to customers. 
 
The following services now receive updates from Amazon S3 cloud services  
 

 Anti-spam signatures 

 Patch release mechanism 
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AVAILABILITY 

 

Phase Date 

General Availability June 2009 

 

END OF LIFE 

No versions have been End of Lifed for this release. 
 

PACKAGING 

This release will be available as a patch for all systems to automatically download.  Once 
downloaded, the system will generate a system alarm that a patch is available.   
 
This Alarm will be displayed in the product UI as well as alerting the administration with an SMTP 
email or a generated SNMP alert. 
 
The release will also be available as a full ISO image from the website. 
 

FOR FURTHER INFORMATION 

 
Contact Information:  
 

Product Manager Alyn.Hockey@Clearswift.com 

Product Marketing Manager George.Anderson@Clearswift.com 

 

http://www.clearswift.com  
 

http://www.clearswift.com/

