

















Step 5

Choose the right deployment option.
E-mail security solutions are available in three form factors, each with its own pros and cons:

Software
Great for subtle policy control and complex, distributed environments but can have higher
management overheads.

Appliances

Great for ease of use but you may prefer your own servers to make the most of your in-house
skills. Virtual appliances let you use existing hardware and keep your support demands
minimized.

The ability to manage e-mail and Web traffic in one solution is another important development in
deployment options. The benefits are clear: simpler administration and more consistent policy
enforcement.

Only you can decide which deployment method — or which combination — is best for your
enterprise.

For smaller organizations, an appliance is often effective and efficient.

Larger enterprises often choose a layered model, with appliances at the gateway and software
deployments behind the firewall.

MIMEsweeper e-mail security solutions are available in all appliance and software
formats so you can choose the deployment that’s best for you. All share the same
management interface, policy management and integrated functionality so you make no
compromises Clearswift Smart Web & Mail combines e-mail and Web management in a
single appliance for off-the-shelf policy-based defense.
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Step 6

Close the Zero-day window.

Anti-virus and anti-spyware solutions are great for
defending against known dangers. But what stops a
brand new virus from entering your network before it
can be profiled and patches can be distributed and
installed?

This Zero-day window is one of the most glaring
vulnerabilities in many organizations e-mail strategy.
And there’s only one way to defend against it:
content filtering with intelligent rules.

Content filtering lets you stop messages that exhibit
the characteristics of unwanted traffic even if they're

L

not recognized malware. Your policy can decide what to do with this suspicious traffic —block i,
park it, delay it, delete it, report it or do any combination. Just don’t let it through untouched.

MIMEsweeper technology is built around the world’s most robust content filtering
engine. Every message is broken down to its smallest parts, analyzed against relevant
policy and acted on if at all suspicious. So even if an attack is unknown — the ‘Day Zero
threats — the content filter will pick up the tell-tale signs of a likely attack and take

corrective action.
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Step 7

Future-proof your defenses.

The threats targeting your enterprise are always changing. You don’t want to invest in
technologies that will be out of date when the next piece of bad news comes around the corner.

The most important part of any e-mail security solution is the filtering and policy engine. To be
effective and efficient it needs to allow you to easily add new rules, profiles and processes to
block emerging threats.

Clearswift pioneered policy-based security and content filtering and our MIMEsweeper

engine still leads the industry — in technology and deployments. As new threats emerge,
MIMEsweeper adapts to respond.
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Step 8

Monitor traffic behavior and
performance.

You can’t secure what you can’t see. Use reports to
flag all e-mail behavior and performance issues so
you can take swift action.

Behavioral reports show you the biggest senders
and recipients and the file types and sizes they use,
S0 you can spot an employee running an
unauthorized business.

Performance reports include mail volumes and data
types by location, department, server or gateway.

Both kinds of reports help you refresh your policy and re-allocate resources to meet legitimate
demand (while putting a stop to resource-draining illegitimate use).

All MIMEsweeper solutions come with comprehensive web-based reporting and analysis
tools to help you monitor all traffic, generate reports and flag problems before they get
out of hand. There’s no better way to stay on top of your e-mail traffic.

Blocking attachments over a given size can also protect your storage and bandwidth resources.
Set your policy to either strip out the massive files — or park them for delivery at night. Either
way, an audit trail of all breaches will help you manage any issues.
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Step 9

Don’t forget images.

Not all unwanted messages are verbal. Indecent,
illegal and unpleasant images can upset staff, incur
legal action and frighten the horses.

Confidential company material can also come in the
form of images — including product designs, ad
campaigns and package changes.

MIMEsweeper image scanning identifies and
quarantines likely pornography, noting the
sender and recipient. And you can add images
such as confidential designs so they’re stopped
before leaving the network.
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Step 10 ‘deluge O
jaw @ A
Invest in compliance. R S CON
|
New financial reporting and data protection - '
regulations can add a significant burden to the IT
department.

The e-mail gateway is the ideal place to start
automating many of the procedures that regulations
demand, including:

e Encryption - to protect sensitive traffic form
unauthorized access

e Archiving — to store, search and retrieve all
messages in all directions

e Reporting — to audit traffic and keep a record of all activities relating to message
release

With an integrated security solution already filtering, and reporting on, all traffic, it's easy to add
encryption or archiving functionality.

MIMEsweeper lets you choose your own encryption and archiving tools and integrate
them easily into your security strategy. TLS encryption comes as standard in all our e-
mail solutions and world-class reporting tools are already built in to support robust
compliance.
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Summary

The big three of content security.

These steps summarize a simple approach to best-practice e-mail security.

While the technologies to defend against emerging threats may change, the basics haven't.
You need to:

e Stop the bad stuff — like malware, spam and malicious content

e Protect the good- by stopping confidential and sensitive data from leaving the
organization

e Prevent abuse — like hatemail, intolerant content and time-wasting

That’s what we do.
At Clearswift, we've been involved in content security for over 20 years. We’ve developed
robust defenses against every kind of attack and helped a wide range of enterprises secure

their e-mail and web traffic.

Talk to us about simplifying your content security without compromising.
Or visit www.clearswift.com to see an introduction to our security products.
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About Clearswift

Clearswift helps organizations of all sizes conduct
business safely over the Internet.

Our policy-based content filtering and security solutions block bad content such as spam,
viruses, malware, spyware and pornography; protect sensitive information by preventing leaks;
and prevent time-wasting and abuse by controlling inappropriate use of the Web and social
media while eliminating exposure to offensive content.

Clearswift makes it easy to deploy, manage and maintain no-compromise e-mail and Web
security across all gateways and in all directions. And our EAL4 accredited military and
government solutions protect some of the world’s most security-sensitive organizations.

Our technology reflects twenty years of experience across more than 17,000 organizations with
a pedigree based upon granular policy management; easy administration; and the ability to
combine best-of-breed security tools into powerful, no-compromise defenses.

Clearswift customers use the internet with confidence.
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