
Enterprise networks are awash in unsolicited e-mail, scams,
worms, viruses and phishing schemes. Literally hundreds of pack-
ages to fight threats exist on the market, but many lack certain key
components necessary to be effective in the enterprise or in small to
midsize businesses. New spam schemes and other threats are con-
stantly evolving to evade security solutions, forcing security vendors
to rethink their products to keep one step ahead of the spammers. 
Clearswift's original MIMEsweeper product was launched almost 10

years ago, and the company's new version, MIMEsweeper for SMTP
5.0, combats the new sophisticated spam and security breach
schemes that have become so pervasive in today's connected world.
MIMEsweeper for SMTP offers levels of control and protection that
were completely unheard of prior to MIMEsweeper's release. 

MIMEsweeper also proves to be both thorough and easy to manage
for networks of most any size, and CRN Test Center engineers were
impressed by the program's robustness and tuneability. Sold as a soft-
ware solution, MIMEsweeper brings added flexibility to solution
providers looking to integrate the software with their own appliances
or incorporate Clearswift's e-mail security products into an existing
network. 

Billed as a content security product, MIMEsweeper accomplishes
much more than standard spam filtering. The product leverages com-
prehensive policy creation to filter both incoming and outgoing e-
mail. All outgoing mail is scanned to make sure it meets predefined
company policies. The outbound filtering capability offers granular
protection that identifies Social Security Numbers or credit-card
numbers and prevents this information from leaving the network.
That feature proves handy to organizations that need to comply with
legal requirements, such as HIPAA laws. What's more, outbound fil-
tering can be used to protect company intellectual property or pre-
vent spam or worm attacks emanating from the network. 

What differentiates MIMEsweeper from other products is the pow-
erful content analysis engine, which uses filters to locate key ele-
ments that identify an e-mail as spam or can flag a message that devi-
ates from company policy. MIMEsweeper analyzes the entire e-mail
message and can even examine the content of attached files. What's
more, the product uses advanced heuristics to identify spam and to
learn new spamming techniques, capabilities that can stop zero-day
spam campaigns. 

MIMEsweeper's capabilities do not end with antispam and content
control. The product offers a robust integration scheme for antivirus
support. Antivirus products from vendors such as Sophos, F-Secure,
Norman and Symantec can be combined with MIMEsweeper to pro-
tect networks from all varieties of virus and worm attacks.
MIMEsweeper also includes a proprietary signature database to fur-

ther protect e-mail users from malicious code. 
Clearswift has made major enhancements to MIMEsweeper's man-

agement and reporting tools. Administrators now have access to a
browser-based management console that can administer several
MIMEsweeper servers, allowing administrators to centralize e-mail
content management through one console. Solution providers can
also host content control for their customers, allowing them to offer
e-mail content control services as well as products. The software
allows end users to control whitelists and blacklists and fine-tune
spam filtering to meet their specific needs. This feature helps to elim-
inate false positives, a common problem with many antispam
schemes. 

Networks are further protected from malicious code by
MIMEsweeper's quarantine abilities. Any messages marked as suspi-
cious can be stored on the MIMEsweeper system, instead of being
routed through the network to an e-mail server. This "layered protec-
tion" approach helps prevent e-mail-based attacks, viruses or worms
from compromising e-mail servers. 

Clearswift is 100 percent channel focused. The three-tier channel
program places partners in Standard, Authorized or Premium levels,
depending on commitment to Clearswift products, revenue and 
technical focus. The company offers dedicated channel marketing
managers to all partners, as well as demonstration units, pre- and
post-sales support and training in-person or via the Web. Technical
support is available 24x7 over the phone, on-site and on the Web. A
dedicated partner Web site offers product literature and marketing
materials. 

> product review

Clearswift Solution Evades Evolving Spam

By Frank J. Ohlhorst CRN

VITAL INFORMATION FOR VARs AND TECHNOLOGY INTEGRATORS

OCT0BER 18, 2004   WWW.CRN.COM

CHANNEL PROGRAM SNAPSHOTS

> MIMEsweeper FOR SMTP 5.0
COMPANY: CLEARSWIFT CORPORATION 
REDWOOD CITY, CALIF.
(800) 982 6109 • WWW.CLEARSWIFT.COM
AUTHORIZATION REQUIREMENTS: NONE
DISTRIBUTORS: DIRECT FROM VENDOR
TECH RATING: ★★★★★
CHANNEL RATING:  ★★★★

recommended

NOTE: VENDORS CAN EARN UP TO FIVE STARS FOR TECHNICAL MERIT AND FIVE FOR
THEIR CHANNEL PROGRAM. IF THE AVERAGE OF THESE TWO SCORES IS FOUR STARS
OR GREATER, THE PRODUCT EARNS CRN TEST CENTER RECOMMENDED STATUS.

Copyright© 2004 by CMP Media LLC, 600 Community Drive, Manhasset, NY 11030. Reprinted from CRN  with permission. 5287


