Clearswift Web Appliance 1.4

Product Information Bulletin

INTRODUCTION

This document provides an introduction to the forthcoming release of Clearswift Web Appliance
version 1.4

This document does not provide information on product positioning, messaging, market or
competitor analysis.

OVERVIEW

The enhancements included in this release are shown below:

Rebranded User Interface (common with email appliance)
User Interface Improvements (common with email appliance)
o0 Faster access to configuration sections
o0 Keyword search dictionary import
o System Health now appears as a new management centre
0 Routes and Rules layout improved
o Consistent Ul controls
Authentication header bypass
Support for VMware tools (common with email appliance)
Updated Linux Kernel (common with email appliance)
Increased Cloud based services (common with email appliance)
Bug fixes

Rebranded User Interface

As part of the Clearswift rebranding the web appliance user interface has been completely updated to
provide a modern look & feel and as a consequence of this and other improvements customers will
find the navigation and configuration far easier.

Prior to this release the display a title bar appeared as follows:

MIMEsweeper™ Web Appliance
ENW

wA Home % P 'b‘ Report Center & System Center ?: User Cepter B logout

And with the release of 1.4 the title bar now appears as follows:

Local administrator (admin) | Logout

."1 Home '&; Policy 0 Reports ﬁ System _« Health ¥. Users

As shown, the ‘Health’ is now accessible via a new title bar menu which means that System Health is
also now available as a new administrative privilege as shown below.
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Local administrator {admin) | Logo

SO # e 1
;‘I Home ?:i Palicy 9 Reports ,'Q System g Health %1 Users

User Center Home

/%, Warning
» There are 4 alarm(s) at this The User Center provides you with the ability to creates and manage the user accounts the Clearswift Web Appliance Users use
time. to access the system.
{3 What would you ke to User Accounts i niew
1 @ Hewisg Showing 1 - 2 of 2 g
- [ UserName Name Email Address
[ & =admin Local administrator ApplianceAdmin@markmwebapp.europe....
User Name : |
Full Name : |
Email Address : |

Password ; Password strenath is very weak
Confirm :

‘Access Permissions :

General

Policy definition

[ Create and view reports

Change systern settings

[ view System Health

Manage users

Enhanced Multi-peer features

Licensed Features

IITTFS Content Scanning

=N
Copyright £2005-2009 Clearswift Ltd, (2_0_0_22973

By removing the ‘System Health’ (which includes ‘Recent Activity’) and ‘Reporting’ privileges from an
administrative user access permission as shown above they will be unable to viewing other user’'s
browsing activity. This is an important enhancement for regions such as German where non business
related browsing may not be monitored.

User Interface Improvements
In addition to the branding changes there have also been many other changes to the structural
behaviour of the Ul. These are explained in more detail the next few sections

Faster access to configuration sections

Speed is everything, and for power users who are familiar with the system being able to navigate
around the interface quickly is not only more productive but less frustrating. Hovering over any of the
title bar menu options will display the sub menus available and provide a convenient and fast method

of accessing the required item directly.

Local administra

A Home | $Z poiicy | @ Reports | {@ System g Health 23 Users

(Ii\  Warning Manitoring & Control Proxy Settings Mail Settings
T % Logs & Alarms & Proxy Mode & Listening Port @ General Settings R e R RS
time. 4% Service Control 1§ Authentication Settings % Advanced Settings

Appliance Version & License E: Upstream Proxy Settings : sSystem Email Addressas

I'i NP . .
EERLEE N IE R e Version & Usgrades o Proaress Server Configuration

| w] Configure Ethernet & View License £» Proxy Diagnostics % Manage Configurations:
® Corparate Logo 4 Apply My Configuration

| Wy Installed Upgrades 5
& Acceptable Use Page & Peer Appliances.

| &4 Ping 2 host & HTTPS Settings Syutem Settings

: €2 Traceroute to a host i Ethernet Settings

| @ Query DNS records £ HTTP Proxy Settings
B Connectivity Test & S55H Access

Appliance Settings re the Mail Settings for
&, User Interface Access Control =

% Date & Time S=ttings

%! Policy Engine Settings

{2 Report Data Setting:

sallaate In
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Keyword Search Dictionary List import

Local administrator (admin) | Logout

all Home ;‘fz Policy bRepnrtE :-"" System ;! Health | #1 users

A3 Waining Eg‘  This item is not being used within the policy.
u There are 4 alarm(s) at this g =

time. e e I
{3} What would you like to Overview

Name : GLBA terms.

# Delete the Expression List
Notes : Gramm-Leach-Bliley Act (GLEA) Expressians

1 New expression
ER Import expressions

¥ Manage Content Rules

Expressions i new

Showing 1 - 20 of 25

(| ‘Weight Expression
F & & + address

0 & & +2 cid
Ll 2
Import Expressions To "GLEA terms”

confidential

Choose the file containing the expressions.

D

|” | Delete and replace the current expressions in the expression list?

Dy lwow

The format of file is as follows

Case-sensitivity, weighting, expression

Where weighting is a value from 1-10 with -1 being “detected”
For example

#comment line
false,-1,.PATTERN=NINUMBER.
false,-1,.PATTERN=SSNUMBER.
false,-1,.PATTERN=CCNUMBER.
false,5,.perl. went.{2,}?0n
false,5,.posixexp. went.{2,}?0on
true,7, TEA .AND. TIME

Intranet Zone URL Import
‘Internet Zones’ now include a new URL lists import capability

|@Wh;t;0ul}1m{§@ Protocols  URL Categories  Sites

|a Delete the internetzone .
The 11 URL categories listed below are associated with this Internet Zol

Arts and Entertainment, Food and Drink, Games, Hobbies and Recred

M MNew site 2 : T
Wehicles, Personals and Dating, Personal Web Sites, Shopping, Spord

5’3 Import sites
&4 Identify URL Category
”ﬂ Manage Web Pnhcy _

Import Sites To "Non-Business Related sites

Chaose the file containing the sites.

intranet URLS

| IDelete and replace the current sites in the site list?

i Import | | Cancel |
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Routes and Rules Layout changes

Adding policy rules has been significantly improved, previously when a rule was added it was always
displayed off the bottom of the screen due to the fixed page length. This has now been changed so
that new rules can easily seen once they are added as they are appended to the bottom of the list of
all existing rules on that route.

Unless One Of These Content Rules Triggers 1 new [7] Show rule action

11 Rules on route (applied in the order shown)

7] Rules Virus Content Other

1. [0 Block Virus (%] D

Add a Co-nte.nt. Rule

@

Block Class 1 (web) File Extensions (] = Bata

Block downloading of large files (=100MB) @
Block Explicit Website Lexical Expressions @

Block MPEG & MP3
Block Script frerial’

Block Streaming Media

m

Block Tracking Cookie
Block unrecognised file formats
Block uploading

Block uploading of large images

Block uploading of Office Document types

00000OOOGO

Detect Media Types

Create New | | Close
—_—— T quest or response fails'

J

Block the communication using Block page for 'Confidential Material'

& 6 &6 &6 6 6 6 B 0 0 ©

@
@ © © © & e © © e ¢

5]

Block Suspicious Script Commands O

Block the communication using Block page for 'Block Script’

Consistent Screen controls
A new list control has been used to manage to following items

Content Rules
Expressions
User Lists

This is shown below and provides an improved usability enhancement that is far easier to read
especially when there are multiple items included in the list. For longer lists multiple pages are used
with easy to use page navigation.

Manage Content Rules

Using this page you may create and modify the content rules that will be used to enforce your company policy. Once you are
happy with your content rules you can apply them to the routes you have defined or create new routes.

Content Rules 1 new

Showing 1 - 20 of 23 12 P MM
A Details

Block Class 1 (web) File Extensions

Block downloading of large files (>100MB)
Block Encrypted Data

Block Executables

Block Explicit Website Lexical Expressions

QOO0 e

Block MPEG & MP3
Block Script

Block Spyware

<<

Block Spyware Call Home

i v i I

Block Streaming Media
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The new list control also extends the ability to “copy and paste” allowing duplications to appear in the
list and multiple selection and deletions to be processed in the following areas:

Policy Routes
Policy rules
References

Once an item is selected a number of top level menu items become available including the new copy
feature. Multiple items can also be selected by ticking the items the activity can be performed against
all items selected such as delete and colour.

Routes Policy Bypass Quota Bypass

A New (3 Edit (@ Delet= |\ Copy| # Color [%] Disable [&] [¥] [C] Show rules on routss
13 Routes defined (applied in the order shown)
7| Action From To Rules
=1 @ Trusted Sites
1. [ @ Allow Everyone Webisr
2. [ @ Block Everyone Drugs including Alcohol =
3. [ @ Block Everyone Gambling 7
4 7 @Block & Product Management. A
5. [ @ Block Everyone 7
6. [ @ Block Everyone Remote Proxies =

The “Edit” options are now much more visible which is less confusing, particularly to new users of the
appliance, and as shown below the ‘click here to change’ is clearly shown against each panel.

Local administrator (admin) | Logout

;‘I Home ?f‘ Policy oﬁepurts @System IHEalth 95 Users

/¥, warning '!.) Confent
= e allg ¥ Web Policy Routes ; ‘Everyone’ and 'Non-Business Related sites’, 'Everyone’ snd ‘Clearswift Web Threat Test'
4 Changes Made .
Click here to apply the Overview
changes made to the Block uploading of Confidential Office Documents

configuration.

(0 what woud yeu ke ©0d9P |\t To Look For?

il Add & 'What ta do' action... In order for this content rule ta trigger the test conditions detailed on this panel must be met by the dats being processed. If the
conditions are met, then the collection of actions described within the "What to do?* panel will be carried out.

') Create a copy of this rule

| §8 Delete the content Fuls Lexical Expression

G Manage Web Policy Routes.
| If the 'Confidential Material’ expression list scores at least 10 in one of

* The content matching the conditions in the other clauses.
Document aptions (where applicable) :
® Scan header and footer

And Which Media Types

 If any of the selected 11 media types are detected :
» Include selected media types (Show)

And Size Restriction Of

Na size restriction will be applied to this content rule.

Direction To Apply

‘Where the item was detected leaving the company (uploading)

What To Do? 1 new

1If the conditions in the "What to Look For?' panel ars met then the actions defined in this panel will be carried out.

Primary Action
Block the communication using Block page for 'Confidential Material

Authentication Bypass
Occasionally older desktop applications, or bespoke applications, are unable to
support NTLM or the Kerberos authentication methods and are therefore unable to
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gain access via the web appliance. To provide additional flexibility and choice, it is
now possible to bypass the authentication challenge from the proxy but only where
the HTTP request is accompanied with a user defined HTTP header with specified
value. For example, the ‘user—agent’ header will most likely be used and an example
is shown below where two header values have been set to ‘realplayer’ and
‘realmedia’.

VMware tools support

With a growing number of customers wishing to use VMware as a platform for the appliance, support
for “WMware Tools” has been added as standard. This provides better support within the VMware
environment and improved memory management and time synchronisation.

When running in a VMware environment the time is synchronised to the VMware guest services to
provide a more accurate time keeping.
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Updated Linux Kernel
This release also includes an update Linux kernel to 2.6.27. This is mainly for increased device
support allowing additional server support such as the Dell PowerEdge R610.

Increased Cloud Based services

We are increasingly adding support to host services in the cloud to gain greater scalability,
performance and quality of service for our customer base.

The following services now receive updates from Amazon S3 cloud services
Patch release mechanism

A number of important issues have been resolved in this release, including:
Reporting of bandwidth usage is now correct

‘URL_CATEGORY’ token can now be used on all block pages
Kaspersky AV updates do not cause a reduction in response times
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AVAILABILITY

Phase  Date |
General Availability 18" June 2009

END OF LIFE

No versions will reach ‘End of Life’ as a result of this release.

PACKAGING

This release will be available as a patch for all systems to automatically download. Once
downloaded, the system will generate a system alarm that a patch is available.

This Alarm will be displayed in the product Ul as well as alerting the administration with an SMTP
email or a generated SNMP alert.

The release will also be available as a full ISO image available from the Clearswift website.

FOR FURTHER INFORMATION

Contact Information:

Product Manager Mark.Maciw@ Clearswift.com

Product Marketing Manager George.Anderson@ Clearswift.com

http://www.clearswift.com
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