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Clearswift Web Appliance 1.4 

Product Information Bulletin 

INTRODUCTION  
This document provides an introduction to the forthcoming release of Clearswift Web Appliance 
version 1.4  
 
This document does not  provide information on product positioning, messaging, market or 
competitor analysis. 

OVERVIEW 
 
The enhancements included in this release are shown below: 
 

·  Rebranded User Interface (common with email appliance) 
·  User Interface Improvements (common with email appliance) 

o Faster access to configuration sections 
o Keyword search dictionary import 
o System Health now appears as a new management centre 
o Routes and Rules layout improved 
o Consistent UI controls 

·  Authentication header bypass 
·  Support for VMware tools (common with email appliance) 
·  Updated Linux Kernel (common with email appliance) 
·  Increased Cloud based services (common with email appliance) 
·  Bug fixes 

 
Rebranded User Interface 
As part of the Clearswift rebranding the web appliance user interface has been completely updated to 
provide a modern look & feel and as a consequence of this and other improvements customers will 
find the navigation and configuration far easier. 
 
Prior to this release the display a title bar appeared as follows: 
 

 
 
And with the release of 1.4 the title bar now appears as follows:  
 

�
 
As shown, the ‘Health’ is now accessible via a new title bar menu which means that System Health is 
also now available as a new administrative privilege as shown below. 
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By removing the ‘System Health’ (which includes ‘Recent Activity’) and ‘Reporting’ privileges from an 
administrative user access permission as shown above they will be unable to viewing other user’s 
browsing activity. This is an important enhancement for regions such as German where non business 
related browsing may not be monitored.  
 
User Interface Improvements 
In addition to the branding changes there have also been many other changes to the structural 
behaviour of the UI.  These are explained in more detail the next few sections 
 
Faster access to configuration sections 
Speed is everything, and for power users who are familiar with the system being able to navigate 
around the interface quickly is not only more productive but less frustrating. Hovering over any of the 
title bar menu options will display the sub menus available and provide a convenient and fast method 
of accessing the required item directly.    
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Keyword Search Dictionary List import 
 

 
 
The format of file is as follows 
 
Case-sensitivity, weighting, expression 
 
Where weighting is a value from 1-10 with -1 being “detected” 
 
For example 
 

#comment line 
false,-1,.PATTERN=NINUMBER. 
false,-1,.PATTERN=SSNUMBER. 
false,-1,.PATTERN=CCNUMBER. 
false,5,.perl. went.{2,}?on 
false,5,.posixexp. went.{2,}?on 
true,7,TEA .AND. TIME 
 
 

Intranet Zone URL Import 
‘Internet Zones’ now include a new URL lists import capability 
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Routes and Rules Layout changes 
Adding policy rules has been significantly improved, previously when a rule was added it was always 
displayed off the bottom of the screen due to the fixed page length.  This has now been changed so 
that new rules can easily seen once they are added as they are appended to the bottom of the list of 
all existing rules on that route. 
 

 
 
Consistent Screen controls  
A new list control has been used to manage to following items 
 

·  Content Rules 
·  Expressions 
·  User Lists 

 
This is shown below and provides an improved usability enhancement that is far easier to read 
especially when there are multiple items included in the list. For longer lists multiple pages are used 
with easy to use page navigation.   
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The new list control also extends the ability to “copy and paste” allowing duplications to appear in the 
list and multiple selection and deletions to be processed in the following areas: 
 

·  Policy Routes 
·  Policy rules 
·  References 

 
Once an item is selected a number of top level menu items become available including the new copy 
feature. Multiple items can also be selected by ticking the items the activity can be performed against 
all items selected such as delete and colour.  
 

 
 
The “Edit” options are now much more visible which is less confusing, particularly to new users of the 
appliance, and as shown below the ‘click here to change’ is clearly shown against each panel. 
 

 
 
Authentication Bypass 
Occasionally older desktop applications, or bespoke applications, are unable to 
support NTLM or the Kerberos authentication methods and are therefore unable to 
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gain access via the web appliance. To provide additional flexibility and choice, it is 
now possible to bypass the authentication challenge from the proxy but only where 
the HTTP request is accompanied with a user defined HTTP header with specified 
value. For example, the ‘user–agent’ header will most likely be used and an example 
is shown below where two header values have been set to ‘realplayer’ and 
‘realmedia’. 
 

 
 
VMware tools support 
With a growing number of customers wishing to use VMware as a platform for the appliance, support 
for “VMware Tools” has been added as standard.  This provides better support within the VMware 
environment and improved memory management and time synchronisation. 
 

 
 
When running in a VMware environment the time is synchronised to the VMware guest services to 
provide a more accurate time keeping. 
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Updated Linux Kernel 
This release also includes an update Linux kernel to 2.6.27.  This is mainly for increased device 
support allowing additional server support such as the Dell PowerEdge R610. 
 
Increased Cloud Based services 
 
We are increasingly adding support to host services in the cloud to gain greater scalability, 
performance and quality of service for our customer base.   
 
The following services now receive updates from Amazon S3 cloud services  
 

·  Patch release mechanism 
 
 
A number of important issues have been resolved in this release, including: 

·  Reporting of bandwidth usage is now correct 
·  ‘URL_CATEGORY’ token can now be used on all block pages 
·  Kaspersky AV updates do not cause a reduction in response times 
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AVAILABILITY 
 

Phase Date 
General Availability 18th June 2009 

 

END OF LIFE 
No versions will reach ‘End of Life’ as a result of this release. 
 

PACKAGING 
This release will be available as a patch for all systems to automatically download.  Once 
downloaded, the system will generate a system alarm that a patch is available.   
 
This Alarm will be displayed in the product UI as well as alerting the administration with an SMTP 
email or a generated SNMP alert. 
 
The release will also be available as a full ISO image available from the Clearswift website. 
 

FOR FURTHER INFORMATION 

 
Contact Information:  
 

Product Manager Mark.Maciw@Clearswift.com  

Product Marketing Manager George.Anderson@Clearswift.com  

 

http://www.clearswift.com   
 


